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Use Cisco concentrators, routers, Cisco PIX and Cisco ASA security appliances,
and remote access clients to build a complete VPN solution
 

A complete resource for understanding VPN components and VPN design●

issues
Learn how to employ state-of-the-art VPN connection types and implement●

complex VPN configurations on Cisco devices, including routers, Cisco PIX
and Cisco ASA security appliances, concentrators, and remote access clients
Discover troubleshooting tips and techniques from real-world scenarios based●

on the author’s vast field experience
Filled with relevant configurations you can use immediately in your own●

network

 
With increased use of Internet connectivity and less reliance on private WAN
networks, virtual private networks (VPNs) provide a much-needed secure method
of transferring critical information. As Cisco Systems® integrates security and
access features into routers, firewalls, clients, and concentrators, its solutions
become ever more accessible to companies with networks of all sizes. The
Complete Cisco VPN Configuration Guide contains detailed explanations of all
Cisco® VPN products, describing how to set up IPsec and Secure Sockets Layer
(SSL) connections on any type of Cisco device, including concentrators, clients,
routers, or Cisco PIX® and Cisco ASA security appliances. With copious
configuration examples and troubleshooting scenarios, it offers clear information
on VPN implementation designs.
 
Part I, “VPNs,” introduces the topic of VPNs and discusses today’s main
technologies, including IPsec. It also spends an entire chapter on SSL VPNs, the
newest VPN technology and one that Cisco has placed particular emphasis on
since 2003. Part II, “Concentrators,” provides detail on today’s concentrator
products and covers site-to-site and remote-access connection types with
attention on IPsec and WebVPN. Part III covers the Cisco VPN Client versions
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3.x and 4.x along with the Cisco3002 Hardware Client. Cisco IOS® routers are
the topic of Part IV, covering scalable VPNs with Dynamic Multipoint VPN,
router certificate authorities, and router remote access solutions. Part V explains
Cisco PIX and Cisco ASA security appliances and their roles in VPN
connectivity, including remote access and site-to-site connections. In Part VI, a
case study shows how a VPN solution is best implemented in the real world
using a variety of Cisco VPN products in a sample network.
 
This security book is part of the Cisco Press® Networking Technology Series.
Security titles from Cisco Press help networking professionals secure critical data
and resources, prevent and mitigate network attacks, and build end-to-end self-
defending networks.
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networks (VPNs) provide a much-needed secure method of transferring critical information. As Cisco
Systems® integrates security and access features into routers, firewalls, clients, and concentrators, its
solutions become ever more accessible to companies with networks of all sizes. The Complete Cisco VPN
Configuration Guide contains detailed explanations of all Cisco® VPN products, describing how to set up
IPsec and Secure Sockets Layer (SSL) connections on any type of Cisco device, including concentrators,
clients, routers, or Cisco PIX® and Cisco ASA security appliances. With copious configuration examples
and troubleshooting scenarios, it offers clear information on VPN implementation designs.
 
Part I, “VPNs,” introduces the topic of VPNs and discusses today’s main technologies, including IPsec. It
also spends an entire chapter on SSL VPNs, the newest VPN technology and one that Cisco has placed
particular emphasis on since 2003. Part II, “Concentrators,” provides detail on today’s concentrator products
and covers site-to-site and remote-access connection types with attention on IPsec and WebVPN. Part III
covers the Cisco VPN Client versions 3.x and 4.x along with the Cisco3002 Hardware Client. Cisco IOS®
routers are the topic of Part IV, covering scalable VPNs with Dynamic Multipoint VPN, router certificate
authorities, and router remote access solutions. Part V explains Cisco PIX and Cisco ASA security
appliances and their roles in VPN connectivity, including remote access and site-to-site connections. In Part
VI, a case study shows how a VPN solution is best implemented in the real world using a variety of Cisco
VPN products in a sample network.
 
This security book is part of the Cisco Press® Networking Technology Series. Security titles from Cisco
Press help networking professionals secure critical data and resources, prevent and mitigate network attacks,
and build end-to-end self-defending networks.
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Editorial Review

From the Back Cover
Use Cisco concentrators, routers, Cisco PIX and Cisco ASA security appliances, and remote access clients to
build a complete VPN solution

A complete resource for understanding VPN components and VPN design issues●

Learn how to employ state-of-the-art VPN connection types and implement complex VPN configurations●

on Cisco devices, including routers, Cisco PIX and Cisco ASA security appliances, concentrators, and
remote access clients
Discover troubleshooting tips and techniques from real-world scenarios based on the author's vast field●

experience
Filled with relevant configurations you can use immediately in your own network●

With increased use of Internet connectivity and less reliance on private WAN networks, virtual private
networks (VPNs) provide a much-needed secure method of transferring critical information. As Cisco
Systems(R) integrates security and access features into routers, firewalls, clients, and concentrators, its
solutions become ever more accessible to companies with networks of all sizes. "The Complete Cisco VPN
Configuration Guide "contains detailed explanations of all Cisco(R) VPN products, describing how to set up
IPsec and Secure Sockets Layer (SSL) connections on any type of Cisco device, including concentrators,
clients, routers, or Cisco PIX(R) and Cisco ASA security appliances. With copious configuration examples
and troubleshooting scenarios, it offers clear information on VPN implementation designs. Part I, "VPNs,"
introduces the topic of VPNs and discusses today's main technologies, including IPsec. It also spends an
entire chapter on SSL VPNs, the newest VPN technology and one that Cisco has placed particular emphasis
on since 2003. Part II, "Concentrators," provides detail on today's concentrator products and covers site-to-
site and remote-access connection types with attention on IPsec and WebVPN. Part III covers the Cisco VPN
Client versions 3.x and 4.x along with the Cisco3002 Hardware Client. Cisco IOS(R) routers are the topic of
Part IV, covering scalable VPNs with Dynamic Multipoint VPN, router certificate authorities, and router
remote access solutions. Part V explains Cisco PIX and Cisco ASA security appliances and their roles in
VPN connectivity, including remote access and site-to-site connections. In Part VI, a case study shows how a
VPN solution is best implemented in the real world using a variety of Cisco VPN products in a sample
network. This security book is part of the Cisco Press(R) Networking Technology Series. Security titles from
Cisco Press help networking professionals secure critical data and resources, prevent and mitigate network
attacks, and build end-to-end self-defending networks.

About the Author

Richard A. Deal has nearly 20 years experience in the computing and networking industry including
networking, training, systems administration, and programming. In addition to a bachelor’s of science degree
in mathematics and computer science from Grove City College, Richard holds many certifications from
Cisco. Since 1997, Richard has operated his own company, The Deal Group, Inc., located in Orlando,
Florida. He also teaches Cisco security courses for Boson Training and writes preparation tests for them.

Users Review

From reader reviews:



Carolyn Robles:

Inside other case, little people like to read book The Complete Cisco VPN Configuration Guide (Networking
Technology). You can choose the best book if you appreciate reading a book. Given that we know about how
is important a new book The Complete Cisco VPN Configuration Guide (Networking Technology). You can
add information and of course you can around the world by just a book. Absolutely right, because from book
you can learn everything! From your country till foreign or abroad you may be known. About simple issue
until wonderful thing you could know that. In this era, we can easily open a book as well as searching by
internet product. It is called e-book. You may use it when you feel bored stiff to go to the library. Let's read.

Brenda Carey:

Do you certainly one of people who can't read pleasant if the sentence chained inside straightway, hold on
guys that aren't like that. This The Complete Cisco VPN Configuration Guide (Networking Technology)
book is readable by you who hate those straight word style. You will find the data here are arrange for
enjoyable studying experience without leaving even decrease the knowledge that want to give to you. The
writer of The Complete Cisco VPN Configuration Guide (Networking Technology) content conveys
objective easily to understand by many individuals. The printed and e-book are not different in the
information but it just different by means of it. So , do you still thinking The Complete Cisco VPN
Configuration Guide (Networking Technology) is not loveable to be your top collection reading book?

Carla McFarlin:

The guide untitled The Complete Cisco VPN Configuration Guide (Networking Technology) is the reserve
that recommended to you to learn. You can see the quality of the book content that will be shown to a
person. The language that publisher use to explained their way of doing something is easily to understand.
The copy writer was did a lot of analysis when write the book, hence the information that they share for you
is absolutely accurate. You also could get the e-book of The Complete Cisco VPN Configuration Guide
(Networking Technology) from the publisher to make you much more enjoy free time.

Juan Gilbert:

As we know that book is important thing to add our understanding for everything. By a publication we can
know everything we really wish for. A book is a list of written, printed, illustrated or blank sheet. Every year
ended up being exactly added. This publication The Complete Cisco VPN Configuration Guide (Networking
Technology) was filled concerning science. Spend your spare time to add your knowledge about your
research competence. Some people has various feel when they reading the book. If you know how big good
thing about a book, you can experience enjoy to read a publication. In the modern era like today, many ways
to get book which you wanted.



Download and Read Online The Complete Cisco VPN
Configuration Guide (Networking Technology) By Richard Deal
#XJVKBM56F94



Read The Complete Cisco VPN Configuration Guide (Networking
Technology) By Richard Deal for online ebook

The Complete Cisco VPN Configuration Guide (Networking Technology) By Richard Deal Free PDF
d0wnl0ad, audio books, books to read, good books to read, cheap books, good books, online books, books
online, book reviews epub, read books online, books to read online, online library, greatbooks to read, PDF
best books to read, top books to read The Complete Cisco VPN Configuration Guide (Networking
Technology) By Richard Deal books to read online.

Online The Complete Cisco VPN Configuration Guide (Networking Technology) By
Richard Deal ebook PDF download

The Complete Cisco VPN Configuration Guide (Networking Technology) By Richard Deal Doc

The Complete Cisco VPN Configuration Guide (Networking Technology) By Richard Deal Mobipocket

The Complete Cisco VPN Configuration Guide (Networking Technology) By Richard Deal EPub

XJVKBM56F94: The Complete Cisco VPN Configuration Guide (Networking Technology) By Richard Deal


