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Professional Penetration Testing walks you through the entire process of setting
up and running a pen test lab. Penetration testing?the act of testing a computer
network to find security vulnerabilities before they are maliciously exploited?is a
crucial component of information security in any organization. With this book,
you will find out how to turn hacking skills into a professional career. Chapters
cover planning, metrics, and methodologies; the details of running a pen test,
including identifying and verifying vulnerabilities; and archiving, reporting and
management practices.

Author Thomas Wilhelm has delivered penetration testing training to countless
security professionals, and now through the pages of this book you can benefit
from his years of experience as a professional penetration tester and educator.
After reading this book, you will be able to create a personal penetration test lab
that can deal with real-world vulnerability scenarios.

All disc-based content for this title is now available on the Web.

Find out how to turn hacking and pen testing skills into a professional career●

Understand how to conduct controlled attacks on a network through real-world●

examples of vulnerable and exploitable servers
Master project management skills necessary for running a formal penetration●

test and setting up a professional ethical hacking business
Discover metrics and reporting methodologies that provide experience crucial●

to a professional penetration tester
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Editorial Review

Review

"...this is a detailed and thorough examination of both the technicalities and the business of pen-testing, and
an excellent starting point for anyone getting into the field." --Network Security, March 2014

From the Back Cover

Save yourself some money! This complete classroom-in-a-book on penetration testing provides material that
can cost upwards of $1,000 for a fraction of the price!

Thomas Wilhelm has delivered pen testing training to countless security professionals and now through the
pages of this book you can benefit from his years of experience as a professional penetration tester and
educator. After reading this book you will be able to create a personal penetration test lab that can deal with
real-world vulnerability scenarios.

Penetration testing is the act of testing a network to find security vulnerabilities before they are exploited by
phishers, digital piracy groups, and countless other organized or individual malicious hackers. The material
presented will be useful to beginners all the way through to advanced practitioners.

Find out how to turn hacking and pen testing skills into a professional career●

Understand how to conduct controlled attacks on a network through real-world examples of vulnerable and●

exploitable servers
Master project management skills necessary for running a formal penetration test and setting up a●

professional ethical hacking business
Discover metrics and reporting methodologies that provide experience crucial to a professional penetration●

tester
Learn through video – the DVD includes instructional videos that replicate classroom instruction and live,●

real-world vulnerability simulations of complete servers with known and unknown vulnerabilities to
practice hacking skills in a controlled lab environment

About the Author
Thomas Wilhelm has been involved in Information Security since 1990, where he served in the U.S. Army
for 8 years as a Signals Intelligence Analyst / Russian Linguist / Cryptanalyst. A speaker at security
conferences across the United States, including DefCon, HOPE, and CSI, he has been employed by Fortune
100 companies to conduct risk assessments, participate and lead in external and internal penetration testing
efforts, and manage Information Systems Security projects.Thomas is also an Information Technology
Doctoral student who holds Masters degrees in both Computer Science and Management. Additionally, he
dedicates some of his time as an Associate Professor at Colorado Technical University and has contributed to
multiple publications, including both magazines and books. Thomas currently performs security training
courses for both civilian and government personnel through Heorot.net, and maintains the following security
certifications: ISSMP, CISSP, SCSECA, and SCNA.



Users Review

From reader reviews:

Johnny Mosier:

Now a day individuals who Living in the era just where everything reachable by connect with the internet
and the resources included can be true or not demand people to be aware of each info they get. How people
have to be smart in obtaining any information nowadays? Of course the correct answer is reading a book.
Reading a book can help people out of this uncertainty Information mainly this Professional Penetration
Testing, Second Edition: Creating and Learning in a Hacking Lab book because book offers you rich
information and knowledge. Of course the knowledge in this book hundred per cent guarantees there is no
doubt in it you probably know this.

Matthew Lyons:

Nowadays reading books be than want or need but also get a life style. This reading habit give you lot of
advantages. The advantages you got of course the knowledge your information inside the book that will
improve your knowledge and information. The information you get based on what kind of e-book you read,
if you want send more knowledge just go with training books but if you want really feel happy read one
having theme for entertaining like comic or novel. The actual Professional Penetration Testing, Second
Edition: Creating and Learning in a Hacking Lab is kind of e-book which is giving the reader unpredictable
experience.

Ruth Ward:

Do you have something that you like such as book? The e-book lovers usually prefer to decide on book like
comic, brief story and the biggest one is novel. Now, why not attempting Professional Penetration Testing,
Second Edition: Creating and Learning in a Hacking Lab that give your enjoyment preference will be
satisfied by means of reading this book. Reading routine all over the world can be said as the opportunity for
people to know world better then how they react when it comes to the world. It can't be said constantly that
reading routine only for the geeky individual but for all of you who wants to end up being success person. So
, for all you who want to start studying as your good habit, you are able to pick Professional Penetration
Testing, Second Edition: Creating and Learning in a Hacking Lab become your own personal starter.

Matthew Dealba:

As a university student exactly feel bored for you to reading. If their teacher requested them to go to the
library in order to make summary for some guide, they are complained. Just small students that has reading's
spirit or real their leisure activity. They just do what the trainer want, like asked to go to the library. They go
to presently there but nothing reading really. Any students feel that reading is not important, boring and can't
see colorful photographs on there. Yeah, it is for being complicated. Book is very important for you. As we
know that on this period, many ways to get whatever we wish. Likewise word says, many ways to reach
Chinese's country. Therefore , this Professional Penetration Testing, Second Edition: Creating and Learning
in a Hacking Lab can make you truly feel more interested to read.
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